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Good morning. It is a great pleasure to be here today at the International 

Association of Privacy Professionals Conference. 

First may I acknowledge the Wurundjeri (WuRUNjeri) people of the Kulin 

(KOOLin) Nation, as the traditional owners of these lands, and pay my 

respects to their elders, both past and present. 

I would also like to pay a special welcome to the Australian Privacy 

Commissioner, Karen Curtis; New Zealand Privacy Commissioner, Marie 

Schroff; Victorian Privacy Commissioner Helen Versey; NSW Information 

Commissioner, Justice Taylor;  and other special guests.   
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Thank you to Malcolm Crompton and the International Association of 

Privacy Professionals for inviting me to speak here today.  

Opening Remarks  

Forty years ago, Sir Zelman Cowen, former Governor-General, great 

Australian jurist, and scholar, in his prescient Boyer Lecture ‘The Private 

Man’ - perhaps today it might have been entitled the ‘Private Person’ – but I 

digress – Sir Zelman said, ‘Without privacy one cannot in a meaningful 

sense be an individual.’1 

The desire for privacy is a natural right and a fine tradition. The drive to 

agree on acceptable privacy standards is a global one. The debate about 

privacy and its limitations is especially robust in democratic countries, 

countries that both respect individual freedoms while also governing for the 

common good.   

Privacy involves information about who we are on an essential level, and is 

not simply a composite about what we do or say. It involves sensitive 

identity matters such as health, race, sexuality, ability, disability, and age.  

It involves choosing who we share things with, and who we don’t.    

 

                                                 
1
 Professor Zelman Cowen, “The Private Man”, The Boyer Lectures 1969, Australian Broadcasting Commission, p 

10. Cowen was later appointed as Australia‟s Governor-General in 1977. 
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In 1969 when Sir Cowen considered the place of privacy in Australia’s 

future he was alert to the implications for it in a burgeoning information-rich 

age:  

 ‘...the claim to privacy is a matter of great and increasing importance in our 

crowded society,’ he said, ‘with its unbelievable technological resource and 

inventiveness. A man without privacy is a man without dignity.’2 

He said these words before the spectacular demise of totalitarianism in 

Eastern Europe. When ‘Big Brother’ was a character in George Orwell’s 

brilliant futuristic novel Nineteen Eighty Four - not the title of a TV show.  

Before the Sunday papers began delivering features about cyber bullying, 

and identity theft, and invasion of privacy. 

Because information is pervasive in the 21st Century and the ease of its 

dissemination is increasing exponentially, a key component of government 

information policy is to keep pace with, and to create a robust and 

adaptable framework for privacy protection.  

As Cabinet Secretary and Special Minister of State, I am continuing the 

Rudd Government’s important work in the area of privacy reform.  

 

                                                 
2
 Professor Zelman Cowen, „The Private Man‟, Boyer Lectures 1969, Australian Broadcasting Commission, p 9. 
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This work was initiated in Government by my predecessor Senator John 

Faulkner but began when in Opposition. 

In 2007 when Shadow Attorney-General, I had the privilege of drafting our 

election policy on ‘Government Information: Restoring trust and integrity’, 

which committed us to consideration of the Australian Law Reform 

Commission (ALRC) Report and recommendations about privacy as a 

matter of priority.    

Labor in Government and in Opposition has thought carefully, long and 

hard about the area of information law and access, of which privacy is but 

one aspect. This is clear not only through our Freedom of Information 

reforms but also through the establishment of the Government 2.0 

Taskforce which will shortly report on strategies for informing, engaging 

and collaborating with the public in the activities of government .  

Labor in Government will continue to think carefully about how information 

and privacy affects our role in providing services to citizens.  

All of my colleagues are charged either with rolling out or coming to grips 

with the potential transformation to service delivery that modern technology 

provides. When designing and implementing policies or practices, the 

Government needs to ensure that privacy protection does not stop potential 

improvements to government service delivery in its tracks.  
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Instead, Government agencies need to protect individuals’ right to privacy 

while also satisfying citizen demand for simple, efficient and convenient 

services. Linking up the delivery of Government services is just one way of 

doing this, using the new tools available to us.  

However, in order to ensure that we don’t lose recent efficiency gains to 

delivering services and improvements to the protection of our society’s 

safety, the Government will need to ensure that many of its current data 

sharing practices continue in to the future. These issues must already be 

considered, but they will become even more important when this 

Government pursues its reforms of Australia’s privacy laws.  

These examples are all examples that I know intimately as a Minister of this 

Government.  But privacy protection is an equally pertinent consideration of 

the private sector. Every day, businesses in Australia must consider how it 

will protect the privacy of customers, employees and patients while running 

successful businesses which adapt to new technologies and new ways of 

operating.   

These are the long-term challenges for our nation’s future, and it’s fair to 

say that for privacy and information law professionals like many of you, 

these are exciting times.  
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Revitalising the Privacy Act  

Today I am announcing the Government’s intention to effectively rewrite 

the Commonwealth Privacy Act 1988 for the 21st Century, the most 

significant reform to it since its inception. 

Back in 1988 when the Privacy Act was conceived, there were stark 

differences in the way the public and private sectors operated, and the way 

that information flowed.  

The Act responded to our obligations under the International Covenant on 

Civil and Political Rights and Organisation for Economic Co-operation and 

Development agreements, and did such things as protect personal 

information held by Commonwealth agencies and Tax File Numbers.3  

In 2001, at the turn of the millennium and with the digital boom well and 

truly on our horizon, the Privacy Act was amended to cover the private 

sector.4 

As a result, the Act contains two separate sets of principles – one for the 

public sector and a second for the private sector.  

                                                 
3
 Specifically, obligations under Article 17 of the International Covenant on Civil and Political Rights (ICCPR), and 

agreement to implement Guidelines adopted in 1980 by the Organisation for Economic Cooperation and 

Development (OECD) for the Protection of Privacy and Transborder Flows of Personal Data 

(http://www.privacy.gov.au/aboutprivacy/history). 

4
 The National Privacy Principles (NPPs): http://www.privacy.gov.au/materials/types/infosheets/view/6583. 

http://www.privacy.gov.au/aboutprivacy/history
http://www.privacy.gov.au/materials/types/infosheets/view/6583


 7 

We have listened to the community’s resounding call for simplicity in our 

current push for more consistent and less complex privacy laws.  

When Kevin Rudd launched the Government’s policy he said: ‘it is essential 

that we keep a strong system in place to protect the privacy of individuals’.5 

The question of course, is how to achieve that in a context of blurring 

between the public and private sectors, changing communications 

channels, and a better ability to capture, store, retrieve and analyse data. 

The ALRC was tasked with answering this difficult question. That eminent 

body delivered its three volume Report to the Government late last year. 

The ‘first stage response’ to the ALRC Report  – one set of principles 

and other key measures  

I am pleased today to outline the Government’s ‘first stage response’ to the 

Australian Law Reform Commission’s comprehensive inquiry into privacy 

laws.  

The first stage of our response sets out the foundation for a revamped 

privacy framework, through our addressing of 197 of the 295 

recommendations in the ALRC’s Report.   

                                                 
5
 The Hon. Kevin Rudd MP, Government Information: Restoring trust and integrity policy launch, 26 October 2007.  

See AAP article, http://www.news.com.au/story/0,23599,22656140-29277,00.html. 

http://www.news.com.au/story/0,23599,22656140-29277,00.html
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I will refer to the ‘second stage response’ shortly.  

First and foremost, the Rudd Government will: 

 provide for one set of Privacy Principles for Commonwealth 

agencies and relevant businesses alike;   

 strengthen the Privacy Commissioner’s powers of investigation, 

compliance and enforcement; 

 provide for the enhanced use of data for the purpose of credit 

reporting while including  additional specific protections to ensure 

such data is used appropriately; 

 provide additional guidance for the use of health information;   

 improve guidance and education on privacy and new technologies; 

and 

 work with the states and territories to harmonise privacy law 

across the nation. 

There is, as I have mentioned, more work to be done. But of the 197 

recommendations addressed in this response, the Australian Government 

has; 

 accepted 141, either in full or in principle; 

 accepted 34 with qualification; and 

 noted 2 recommendations. 
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20 recommendations were not accepted.  

I will now outline our ‘first stage response’.  

A Single set of Privacy Principles 

The Australian Government will create a privacy framework that is simple, 

clear and easy to understand and apply, and which imposes reasonable 

obligations on agencies and organisations. The Government is all too 

aware of the flaws of regulatory duplication, unnecessary complexity of 

obligations and rights, and the impediments to information-flow inherent in 

the current situation of treating the Government and private sector 

separately,  

To do this, the Rudd Government is today announcing that it will provide a 

single set of Privacy Principles for the handling of personal information by 

Government agencies and relevant private sector organisations. 

The Privacy Act will be amended to streamline and harmonise the 11 

Information Privacy Principles that apply to Government agencies and the 

10 National Privacy Principles that apply to non-government businesses 

and organisations. 
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Privacy Commissioner Powers 

In legislating, the Australian Government will also enhance the Privacy 

Commissioner’s powers and functions.  

The Privacy Commissioner is integral to fulfilling the intent behind the 

Privacy Act. A new ‘objects clause’ will be inserted into the Act, which 

clarifies that the law strikes a balance between protection of privacy and 

facilitating appropriate use information by both the private and public 

sector. The redrafted Act will require that the Commissioner has regard to 

the new objects clause when performing his or her functions.   

A major new development will be three-tiered scheme for binding Privacy 

Codes. Binding codes can be developed by organisations or agencies 

voluntarily, but the Commissioner will also be able to request a group of 

organisations or agencies to develop one where it would serve the public 

interest. If they fail to comply, the Commissioner can impose a mandatory 

code on the group.  

Similarly, other compliance functions of the Commissioner will be 

strengthened. The Commissioner will be able to direct an agency to provide 

a Privacy Impact Statement. For the private sector, the Commissioner will 

be empowered to conduct Privacy Performance Assessments of personal 

information records to see if they are abiding by the Privacy Principles. 



 11 

Privacy Performance Assessments will be used as an education tool, not a 

sanction, and will operate separately to the Commissioner’s power to 

conduct own motion investigations.  

A number of other changes will be made to clarify the Commissioner’s 

functions and powers and make it easier for businesses, the Government 

and the general public to understand their rights and responsibilities.      

Through these changes, the Government will provide for more efficient and 

effective enforcement of the Privacy Act and truly enhance our nation’s 

privacy protections.  

Introducing more comprehensive credit reporting 

Ladies and gentlemen, I can also announce that the new privacy regime 

will support responsible lending obligations.  

The Australian Government recognises there are privacy and consumer 

concerns around comprehensive credit reporting.  On the other hand, the 

global financial crisis has strengthened this Government’s commitment to 

responsible lending practices. One tool that can be used by credit providers 

to lend responsibly is the credit reporting system.  
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In order to allow credit providers to undertake a more robust assessment of 

an individual’s credit risk, the Government will make changes which allow 

five positive datasets to be included on an individual’s credit report.6 One of 

these will be repayment history, but the Government recognises that this 

information must be used responsibly, so it won’t be made available until 

the Government’s new responsible lending obligations are in place under 

the National Consumer Credit Protection Bill 2009.7  

On balance, I consider that the introduction of five positive datasets8  will: 

 better equip credit providers to assess individual credit worthiness;  

 reduce default rates through better risk assessment; and 

 level the playing field for increased competition, with benefits to 

business and consumers. 

 

 

                                                 
6
 The five new datasets are: the type of each active credit account,  date of opening and closure of account, 

account credit limits and credit repayment history (recommendations 55-1 and 55-2 refer).  

7
 ALRC recommendation 55-3 (accepted). Responsible lending is expected to commence in January 2011, under the 

National Consumer Credit Protection Bill 2009.  Repayment history includes whether in the past two years the 

individual was meeting repayment obligations, and if not, the number of repayment cycles the individual was in 

arrears (recommendation 55-2). and 55-3 (responsible lending) refer.   

8
 The five new datasets are: the type of each active credit account,  date of opening and closure of account, 

account credit limits and credit repayment history (recommendations 55-1 and 55-2 refer).  
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Other changes which will be made to strengthen the credit reporting system 

include requiring the industry to develop a mandatory and binding credit 

reporting code which details standards for consistent compliance, and 

emphasising industry-led complaint resolution through external dispute 

resolution and placing greater responsibility on credit providers and credit 

reporting agencies.9 

Better health privacy protections and appropriate information flows  

In another specialised area – health privacy – our amendments to the 

Privacy Principles will address a range of issues that have arisen since 

2001. 

We will enact new rights so that individuals can: 

 request the transfer of their health records; and  

 be told what will happen to their health records if their provider 

closes down or changes hands.10  

                                                 
9
 Recommendations 54-1 to 54-9 and 56-1 to 59-9 refer.  Note also, recommendation 54-8, that the effectiveness and 

impacts of the new credit provisions be reviewed after five years, is accepted in principle. 

10
 ALRC Report 108, For Your Information: Australian Privacy Law and Practice, was delivered to the Government 

on 30 May 2008, and released by Senator Faulkner on 11 August 2008. See the media release at 

http://www.smos.gov.au/media/2008/mr_262008_joint.html 

 

http://www.smos.gov.au/media/2008/mr_262008_joint.html
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The Australian Government will work with other jurisdictions and health 

ministers, to progress national consistency in the public and private health 

sectors.  

Cross-border protection  

In an increasingly global economy, a further community concern is 

safeguarding personal information when it is sent overseas.11  

I’m pleased to announce the Privacy Act will include new and consistent 

provisions on cross-border data flows.   

Agencies and organisations will remain accountable for personal 

information which is transferred overseas unless there is: 

 informed consent of the individual; 

 a legal requirement or authorisation for the transfer; 

 strong public interest grounds;12 or,  

 the other country has a law or a binding scheme, similar to the 

Privacy Principles, that will protect the information.  

 

                                                 
11

 Office of the Privacy Commissioner, Community Attitudes Survey 2007, paragraph 8.3. 

12
 Relevant grounds are listed, such as to ameliorate a serious threat to life, health or safety; or where necessary for 

law enforcement. 
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Importantly, such a law or scheme must be enforceable by the individual.  

A mere contract binding the overseas party would not be enough to remove 

accountability for the information if it is offshore and there is no viable 

remedy for the individual.  

Missing persons  

A further community concern we are addressing through this reform is 

assistance to locate missing persons.  

There are thousands of families across Australia who have missing loved 

ones.  

While the Rudd Government has gone further than the ALRC’s 

recommendations on this sensitive issue we think this is a measured 

response, recognising individual rights to make free choices of association 

and dissociation, yet providing welcome reassurance for families and 

assisting those entities tasked with the search for missing loved ones in 

Australia and overseas.   

The Government will put forward a new provision to use or disclose 

personal information necessary to locate reported missing persons in 

accordance with rules from the Privacy Commissioner.   
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Technology proofing the Privacy Act 

The portability and permanence of digital information has forced us to 

rethink how we secure personal details.13 

Power to aggregate and move personal data within and between the public 

and private sectors will multiply as we advance to ‘web 2.0’.  

We support the ALRC’s position that the Privacy Act should remain 

‘technology neutral’, and should protect personal information whatever the 

medium and so have obviously opted for flexibility over obsolescence.   

As previously mentioned, the role of the Privacy Commissioner will be 

renewed. It will include research, guidance and education on technologies 

that enhance or impact on privacy.14  

Effective guidance and education are crucial to equip Australians for the 

next generation of cyber-threats and privacy pitfalls.   

                                                 
13

 See, eg, Sydney Morning Herald, „Obama's Facebook warning: watch out for 'stupid' posts‟, 9 September 2009,  

http://www.smh.com.au/technology/technology-news/obamas-facebook-warning-watch-out-for-stupid-posts-

20090909-fgfn.html. 

14
 Recommendations 10-1, 10-2, 10-3 (in principle) are all accepted.  Recommendations for OPC guidance on 

datamatching for organisations (10-4) and for electronically available publications (11-1) are also accepted. The 

recommendation that legislative instruments set out restrictions on electronic publication (11-2) is unnecessary and 

not accepted.  Other new powers could be used to further address privacy and technology, including the power to 

develop privacy codes, mandate privacy impact assessments (agencies), and conduct privacy performance 

assessments (for organisations).  Recommendations 48-1 (privacy codes) and new proposals; 47-4 (PIAs) and 47-6 

(PPAs) refer. 

http://www.smh.com.au/technology/technology-news/obamas-facebook-warning-watch-out-for-stupid-posts-20090909-fgfn.html
http://www.smh.com.au/technology/technology-news/obamas-facebook-warning-watch-out-for-stupid-posts-20090909-fgfn.html


 17 

The draft legislation and our ‘second stage response’ to the 

remaining 98 recommendations  

I’ve highlighted some key changes ahead signalled in the Government’s 

‘first stage response’ to Australian privacy law reform which were 

developed in response to the ALRC Report 108.   

When Joan Sheedy of the Department of the Prime Minister and Cabinet 

takes the floor this afternoon, I’m sure you’ll welcome the opportunity to 

hear further details. 

But let me outline the next steps for our timeframe for Enhancing National 

Privacy Protection.   

As of now, we will begin preparing exposure draft legislation to implement 

the changes outlined.   

The Rudd Government then intends to release an exposure draft bill which 

will be sent to a Parliamentary Committee for consultation early in 2010, 

before returning to Parliament with a final bill. 

I look forward to your input as privacy professionals on the first stage 

exposure draft when it’s released.   
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Once the first stage has progressed, the Government will then begin 

considering our ‘second stage response’ to the ALRC’s remaining 98 

recommendations. Similarly to the first stage, we will consult extensively 

when forming our response to the second stage.15 

Conclusion   

In concluding this morning, it is clear we don’t want a society where 

personal choices are made on the basis of whether ‘someone’ is watching 

or listening when we make them, as Professor Cowen put it.16   

As we find newer and faster ways to interconnect, the concern of 

individuals for the right to privacy and their desire to choose where their 

information goes, will intensify.   

It is vital, in my view, to ensure we have a Privacy Act capable of facilitating 

these great opportunities whilst protecting the individual privacy we hold 

dear.    

As we look to the future, we find ourselves on the cusp of revolutionary 

possibilities in many exciting directions. 

                                                 
15

 „Second stage‟ issues include proposals to clarify or remove exemptions; data-breach notification; a statutory 

cause of action for serious invasions of privacy; telecommunications privacy; decision making issues (such as 

authorised representatives and children‟s privacy); and further national harmonisation. 

16
 As Professor Cowen put it: “Unlike democratic society, totalitarian organization claims secrecy for the regime 

and full surveillance over the lives of groups and individuals.” (“The Private Man”, op. cit., p 9.) 
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The new-look Privacy Act will be a key element of public confidence 

wherever personal information is exchanged.  It will empower Australians to 

make informed decisions and to share information, with the confidence 

engendered by consistent and enforceable protections. 

Thank You. 

 

 

 


